
Cloud sEEding



Graeme Neilson      
graeme@lolux.net  

   
Vladimir Wolstencroft    
 vladimir.wolstencroft@gmail.com

who??



what?

• Abusing crowd source services using cloud services 

• Bots versus humans in the crowd cloud 

• Reverse engineering principles applied to the cloud



• How do we test our 
cloud seeding theories? 

• There are no VMs or 
trial apps... 

• Can we control crowd 
sourced cloud systems 
real-time, on demand?

Can we make it rain??



Uber

• Free rides 
• Tracking drivers  
• CONTROL DRIVERS 
• Control pricing 
• Denial of service



Uber

• Available worldwide 

• Releasing public API 

• Still uses private API 

• Promotional system



Top Secret 

• Data collection on users: 
https://web.archive.org/web/
20140827195715/http://blog.uber.com/
ridesofglory 

• Non-transparent price surging 

• Certificate pinning prevents proxy 

• Obfuscated code once decompiled



REveRsing

• Developer left debug code 
and test code 

• Resources.arsc 

• Certificate pinning 

• API keys and message types



source.mVehiclePhotoUrl =  
 "https://uber-mobile.s3.amazonaws.com/android-notification-testing/bounder.jpg"; 
source.mVehicleMake = "Fleetwood"; 
source.mVehicleModel = "Bounder"; 
source.mVehicleLicense = "COOK"; 
source.mDriverName = "Heisenberg"; 
source.mDriverPhotoUrl =  
 “https://uber-mobile.s3.amazonaws.com/android-notification-testing/heisenberg.jpg";

Heisenberg



SecRets Revealed

 Bypassing certificate pinning 

• Find SSLsocket factory call (grep and strings) 

• Find the call to open the binary key store (BKS) 

• Password for BKS must be in app and passed in call 

• Use Android keytool to insert another certificate into the BKS 

• Generate a self signed certificate to re-sign the application 

• Side load the re-signed app on mobile 

• Proxy and capture Rest API requests and responses



#!/bin/sh 

echo " -- Keystore Fixer -- " 
echo "UBER KEYSTORE PASSWORD" 
echo "sMdqVqJBdBmmkDMp6BK7EVeEkHcNbJ" 

#insert burp cert into keystore 
keytool -provider org.bouncycastle.jce.provider.BouncyCastleProvider -storetype 
BKS -keystore ssl_pinning_certs_bk146.bks -importcert -v trustcacerts -file 
burp.der -alias burp 

read -n "Delete Uber certificates from the apk META-INF directory"  

# sign apk 
jarsigner -verbose -sigalg SHA1withRSA -digestalg SHA1 -keystore 
cloudseed.keystore Uber-burp.apk cloudseed.cert 

# verify apk 
jarsigner -verify -verbose -certs Uber-burp.apk

Keystore



Proxy riding

Take aN Uber with some “luggage” 
1. phone running Uber app connected to hotpsot 
2. Hotspot phone for local WiFi to 3G  
3. Laptop proxying Uber to hotspot  

Bonus points: Chat with Uber driver to find out as 
much as possible about how their driver app works  



Taxi tracking

• Gain admin mode by editing response in Burp 

• Big JSON: Lots of data tracked: phone, carrier, 
charging, battery status, last action, wifi status, 
local IP  

• Lyft tracks if you use Uber... 



Uber

     Tracking drivers



GEO tracking

• Possible to track just like the app, but also: 
– Track driver ID’s over time 
– Associate ID’s with drivers when requesting rides 
– Calculate speed of drivers 
– Get number of available drivers



Uber

       
      FREE RIDES



Promotions

No meaningful exploitation in the traditional sense 

Easiest way to gain free rides... 

https://cn-dc1.uber.com/validate/promotion?promotion_code=234&confirmed=1 

{"new_clients_only": true, "promotion_value_string": "$20 off first ride", 
"country_iso2": "US", "give_get_amount": "$20", "description": "$20 off your 
first ride! "} 

{"promotion_value_string": "￥10 off first 3 rides", "country_iso2": "CN", 
"give_get_receiver_headline": "Sign up now to claim your free gift from 1 (￥10 
off first 3 rides)*.", "inviter": {"first_name": "1"}, "give_get_amount": 
"￥10"}



Ride sharing

The socialist way

Once an account is created 

– Take rides after adding payment methods 

– Use refer codes to get $10 dollar free ride 
and refer TO account of choice $10 

– Add special codes to get discounts



Ride Sharing For FRee

Promotion abuse Requires 
mass account creation to 
be useful 

First need to prove 
automated single account 
creation



Problems

• account creation requires 
encrypted payment data 

– Use brain public key to create 
encrypted data for account 

• Account needs to be verified 
post sign up 

– Verification using 4 digit PIN 
sent via SMS to mobile 

– Pin Reset after 4 incorrect 
attempts



Me, myself and my phone

“We are passed the point of usernames, it’s real 
IDs now attached to every account. They want 
our real names, cell phone numbers, personal 
information and banking information linked to 
all our accounts - phones are seen as a way to 
do this”

 ...Need to find a way to bypass or do verification..



Wrong numbers

• Crowd /cloud apps confuse phones with 
humans 

• They assume the phone is a closed device 
suitable for keeping secrets 

• They assume their API will only be used by 
the official client app on a mobile device 

 



Bypass Verification?

Need to interact with the API by either 
bypassing mobile verification or API ACCESS 
TO MANY phone numbers... 



Bypass Verification?

Possible to send verification to other phones: 

{"country_iso2":"NZ","locale":"en","strategy":"default_verificati
on","user_uuid":"bbc2ad57-7f41-4b5f-91ce-eaa0e5964503"} 

Even possible to perform voice verification found 
on source code (allows to verify on land lines 
and skype numbers ☺ ) 

{"country_iso2":"NZ","locale":"en","strategy":”
voice_verification","user_uuid":"bbc2ad57-7f41-4b5f-91ce-
eaa0e5964503"} 

But skype numbers are expensive.. 

Another way??



Linking machines

• Global mobile and landline numbers 
• Number lookup information 
• API via Python, Ruby, PHP for telephony 
• SMS send and receive 



TWILIO

• Cloud based API for number 
generation and telephony 
services 

• Cheap numbers $1/month  

• Offset phone costs through 
promotions. 

• Can easily create thousands of 
numbers 

• Uber use Twilio :-)



Ride sharing...

The socialist way



AccoUnt CReation...

The socialist way



Offseting costs

Each number can be used for a massive variety of services which use 
phones to verify you... 

Just a few are: 
– OrderUp  
– Tinder 
– twitter 
– happn 
– Facebook – pin to reset password 
– PlsPlsme 
– mCent  
– link messenger 
– Glide 
– Tencent 
– Tango 
– Hushmail 
– Steam 
– Flyp  
– EquineNow.com 
– NobelApp – pin to reset password



Socialist accoUnt creation

So far it has cost $1-$5 to create each 
account 

Even though we can offset account 
creation it should be zero cost... 

There Must be a better way...



Launching seeders

• Phone validation occurs after account creation  
• 4 tries before pin is reset 
• For zero cost All we need to do is guess the PIN...



MaKing it Rain

Can we launch a horizontal brute-force 
attack to guess verification PINS? 

CREATE 10,0000 accounts and try A pin 
against them all



Crowd oF Robots



CReate accounts 

 CreatED around 20,000 uber accounts  

• Random Time waits  
• Multi threaded 
• Randomised Data 
• Encrypted payments 
• Lots of phone numbers 
(landline numbers)



BRute FoRce

• against accounts from different countries: 
– Send request with SMS: 

{"locale": "en", "country_iso2": "DE", "user_uuid": 
"ecb434c6-05aa-4437-8081-4a0548264a27", "strategy": 
"default_verification"} 

– Send 4 tokens: 

{"mobileToken": "1668"} 

2 accounts in 90 secs from 1000 accounts



HErE comes the Rain

• Free short distance rides via throwaway 
accounts (prevents tracking) 

• Pump referrer promotion to one disposable 
account for longer rides 

• Track drivers: homes, plates, photos, speed



ToRRenTIAL Rain

• Use accounts to CAUSE surge pricing 

• MOVE ALL THE CARS TO SPECIFIC LOCATIONS 

• BOOK ALL THE CARS with robots  

• REGISTER all THE mobile NUMBERS 



lyft

Lyft : Made in America



Phone shaRing

• Shared US numbers are available online for free 

• Attempting to use these for uber accounts just returns 
an error as all these numbers are registered 

• But on lyft Use a shared US number to get PIN?  

• Google “Lyft code”? 



“”Your lyft code is:



Phone sharing

Accounts with shared phone numbers are 
already registered but...

The socialist way



Phone sharing

Access to trip history once authenticated 
as another user.. 

Possible to track these 
Shared phone users

The socialist way



Phone sharing

Access to trip history once authenticated 
as another user 

Possible to track these 
Shared phone users 
... 
And tip drivers using 
Their payment methods..

The socialist way



Phone sharing

Access to trip history once authenticated 
as another user 

Possible to track these 
Shared phone users  
... 
And resume their driver 
Application...

The socialist way



HeRe comes the Rain agian

Applying the previous brute force techniques: 

Lyft only requires 2 un-authenticated requests: 
• Deliver sms token to mobile 
• Send login or signup request 
• 15 attempts allowed per number 
• Token associated for 48 hours and is re-playable



hEavy downpour

• Ride history (targeted attack) 
• Mobile user enumeration 
• Impersonate Drivers – Since it’s a single App!! 
• Information compromise: 

– Phone number, email, address, last 4 digits of 
credit card



Cloud BOTS

verification using pin codes delivered to phones is 
very weak security – we knew this... 

ALL Cars can be sent to specific locations by 
robots 

All the cars can be taken by robots all the time 

All the mobile numbers could be registered by 
robots


